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AMENDMENTS TO THE CLAIMS 
listing of claims will replace all prior versions, of claims in the application: 



1 1 . (Original) A method of automatically establishing differentiated services quality 

2 of service treatment for a return packet flow that is associated with an originating 

3 packet flow in a network, the method comprising the computer-implemented steps of: 

4 - receiving the originating packet flow; 

5 - determining that one or more packets in the originating packet flow are marked with a 

6 DSCP value that matches a policy rule that requires setting a specified DSCP 

7 value in the return packet flow; 

8 - creating and storing information identifying the originating packet flow and a second 

9 DSCP value for marking the return packet flow; 

10 - receiving the return packet flow and determining that it is associated with the 

1 1 originating packet flow; 

12 - marking packets of the return packet flow with the second DSCP value. 

1 2. (Original) A method as recited in Claim 1, wherein the information identifying 

2 the originating packet flow and the second DSCP value are created and stored in a 

3 flow table of a network switch that is acting as a policy enforcement point. 

1 3. (Original) A method as recited in Claim 1, wherein the information identifying 

2 the originating packet flow and the second DSCP value are created and stored in a 

3 network-based application recognition table of a network switch that is acting as a 

4 policy enforcement point. 

1 4. (Original) A method as recited in Claim 1, further comprising the steps of: 

2 identifying an end of the originating packet flow; 

3 removing the stored information that identifies the originating packet flow and a 

4 second DSCP value for marking the return packet flow. 
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5. (Original) A method as recited in Claim 1, wherein the steps are carried out at a 
switch device that is logically located at an edge point of a network. 

6. (Original) A method as recited in Claim 1, wherein creating and storing 
information comprises creating and storing a static policy at a policy server, wherein 
the static policy specifies applying the second DSCP value to the return packet flow. 

7. (Original) A computer-readable medium carrying one or more sequences of 
instructions for automatically establishing differentiated services quality of service 
treatment for a return packet flow that is associated with an originating packet flow in 
a network, which instructions, when executed by one or more processors, cause the 
one or more processors to carry out the steps of: 

receiving the originating packet flow; 

determining that one or more packets in the originating packet flow are marked with a 

DSCP value that matches a policy rule that requires setting a specified DSCP 

value in the return packet flow; 
creating and storing information identifying the originating packet flow and a second 

DSCP value for marking the return packet flow; 
receiving the return packet flow and determining that it is associated with the 

originating packet flow; 
marking packets of the return packet flow with the second DSCP value. 

8. (Original) A computer-readable medium as recited in Claim 7, wherein the 
information identifying the originating packet flow and the second DSCP value are 
created and stored in a flow table of a network switch that is acting as a policy 
enforcement point. 

9. (Original) A computer-readable medium as recited in Claim 7, wherein the 
information identifying the originating packet flow and the second DSCP value are 
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3 created and stored in a network-based application recognition table of a network 

4 switch that is acting as a policy enforcement point. 

1 10. (Original) A computer-readable medium as recited in Claim 7, wherein the steps 

2 are carried out at a switch device that is logically located at an edge point of a 

3 network. 



(Original) A computer-readable medium as recited in Claim 7, wherein creating 
and storing information comprises creating and storing a static policy at a policy 
server, wherein the static policy specifies applying the second DSCP value to the 
return packet flow. 



1 12. (Original) A computer-readable medium as recited in Claim 7, further comprising 

2 instructions for carrying out the steps of: 

3 identifying an end of the originating packet flow; 

4 removing the stored information that identifies the originating packet flow and a 

5 second DSCP value for marking the return packet flow. 

1 13. (Original) An apparatus that can automatically establishing differentiated 

2 services quality of service treatment for a return packet flow that is associated with an 

3 originating packet flow in a network, comprising: 

4 means for receiving the originating packet flow; 

5 means for determining that one or more packets in the originating packet flow are 

6 marked with a first DSCP value that includes a request for application of the 

7 same quality of service treatment to the return packet flow; 

8 means for creating and storing information identifying the originating packet flow 

9 and a second DSCP value for marking the return packet flow; 

10 means for receiving the return packet flow and determining that it is associated with 

1 1 the originating packet flow; 

12 means for marking packets of the return packet flow with the second DSCP value. 
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1 14. (Original) An apparatus as recited in Claim 13, wherein the information 

2 identifying the originating packet flow and the second DSCP value are created and 

3 stored in a flow table of a network switch that is acting as a policy enforcement point. 

1 15. (Original) An apparatus as recited in Claim 13, wherein the information 

2 identifying the originating packet flow and the second DSCP value are created and 

3 stored in a network-based application recognition table of a network switch that is 

4 acting as a policy enforcement point. 

1 16. (Original) An apparatus as recited in Claim 13, wherein the first DSCP value that 

2 includes a request for application of the same quality of service treatment to the return 

3 packet flow has a value that is one unit greater than the second DSCP value. 

1 17. (Original) An apparatus as recited in Claim 13, wherein the steps are carried out 

2 at a switch device that is logically located at an edge point of a network. 

1 18. (Original) An apparatus as recited in Claim 13, wherein the means for creating 

2 and storing information comprises a means for creating and storing a static policy at a 

3 policy server, wherein the static policy specifies applying the second DSCP value to 

4 the return packet flow. 

1 19. (Original) An apparatus as recited in Claim 13, further comprising: 

2 means for identifying an end of the originating packet flow; 

3 means for removing the stored information that identifies the originating packet flow 

4 and a second DSCP value for marking the return packet flow. 

1 20. (Original) An apparatus for automatically establishing differentiated services 

2 quality of service treatment for a return packet flow that is associated with an 

3 originating packet flow in a network, comprising: 
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4 a network interface that is coupled to the data network for receiving one or more 

5 packet flows therefrom; 

6 a processor; 

7 one or more stored sequences of instructions which, when executed by the processor, 

8 cause the processor to carry out the steps of: 

9 receiving the originating packet flow; 

10 determining that one or more packets in the originating packet flow are 

1 1 marked with a DSCP value that matches a policy rule that requires 

12 setting a specified DSCP value in the return packet flow; 

13 creating and storing information identifying the originating packet flow and a 

14 * second DSCP value for marking the return packet flow; 

15 receiving the return packet flow and determining that it is associated with the 

1 6 originating packet flow; 

1 7 marking packets of the return packet flow with the second DSCP value. 

1 3021. (Currently amended) An apparatus as recited in Claim-l-920, wherein the 

2 information identifying the originating packet flow and the second DSCP value are 

3 created and stored in a flow table of a network switch that is acting as a policy 

4 enforcement point. 

1 24-22. (Currently amended) An apparatus as recited in Claim-4920, wherein the 

2 information identifying the originating packet flow and the second DSCP value are 

3 created and stored in a network-based application recognition table of a network 

4 switch that is acting as a policy enforcement point. 

1 3223. (Currently amended) An apparatus as recited in Claim49_20, wherein the steps are 

2 carried out at a switch device that is logically located at an edge point of a network. 

1 2^24. (Currently amended) An apparatus as recited in Claim-4-9 20, wherein creating and 

2 storing information comprises creating and storing a static policy at a policy server, 
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wherein the static policy specifies applying the second DSCP value to the return 
packet flow. 

(Currently amended) An apparatus as recited in Claim-4-9 20, comprising further 
stored sequences of instructions which, when executed by the processor, cause the 
processor to carry out the steps of: 
identifying an end of the originating packet flow; 

removing the stored information that identifies the originating packet flow and a 
second DSCP value for marking the return packet flow. 

(Currently amended) A method of providing a selective automatic bi-directional 
differentiated services quality of service treatment guarantee for a return packet flow 
that is associated with an originating packet flow in a network, the method 
comprising the computer-implemented steps of: 

creating and storing a first Differentiated Services Codepoint (D SCP) value and a 
second DSCP value that are both associated with the same per-hop-behavior 
(PHB) treatment at core network devices but are each associated with a 
different reflective DSCP setting; 

receiving the originating packet flow; 

receiving the return packet flow and determining that it is associated with the 

originating packet flow; 
when one or more packets in the originating packet flow are marked with the first 

DSCP value, marking packets of the return packet flow with the second DSCP 

value; and 

when one or more packets in the originating packet flow are marked with the second 
DSCP value, passing packets of the return packet flow without modification 
of DSCP values in such packets. 

(Currently amended) A method as recited in Claim-3f26, wherein marking packets 
of the return packet flow is carried out only when the originating packet flow 
originates from a trusted interface. 



Attorney Docket No. 50325-0503 




Ser. No. 09/729,623, filed Nov. 30, 2000 

GAU2663 
Examiner N. Juntima 



1 3728. (Currently amended) A method as recited in Claim 1, wherein marking packets of 

2 the return packet flow is carried out only when the originating packet flow originates 

3 from a trusted interface. 

1 2&29. (Currently amended) A method as recited in Claim 1 , wherein the steps of marking 

2 packets of the return packet flow with the second DSCP value comprises the steps of 

3 marking packets of the return packet flow with the second DSCP value only when the 

4 originating packet flow originates from a trusted interface. 
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